
z/OS Introduction and Workshop

Security Server (RACF)



Unit objectives

After completing this unit, you should be able to:

• Describe RACF authentication process

• Describe SAF base ‘element’

• List RACF commands

• List RACF options

• Understand significance of Protect All switch

• Run RACF administrator and auditor reports

• Reset passwords



RACF – Resource Access Control Facility

RACF (part of Security Server) and the other available packages are add-on products which 
provide the basic security framework on a z/OS mainframe

Identify and authenticate users

Authorize users to access protected resources

Log and report attempted unauthorized access

Control means of access to resources



RACF functions overview
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RACF - System Authorization Facility (SAF)

SAF is part of z/OS

Uses RACF if it is present

Can also use an optional exit routine

SAF is a system service and is a common focal point for all products providing 
resource control.

SAF is invoked at control points within the code of the resource manager



RACF – Administration

ISPF RACF Panels

RACF Native Commands

TSO

Batch

Console (selected commands only)

RACF Utilities



RACF – Administration  (Panels)



RACF – Commands…Page 1 of 2

ADDGROUP (AG) Add Group Profile
ADDSD(AD) Add Data Set Profile 
ADDUSER (AU) Add User Profile 
ALTDSD (ALD) Alter Data Set Profile
ALTGROUP (ALG) Alter Group Profile
ALTUSER (ALU) Alter User Profile
CONNECT (CO) Connect User to Group
DELDSD (DD) Delete Data Set Profile 
DELGROUP (DG) Delete Group Profile
DELUSER (DU) Delete User Profile
HELP Obtain RACF Help…TSO HELP racf cmd
LISTDSD (LD) List Data Set Profile 
LISTGRP (LG) List Group Profile
LISTUSER (LU) List User Profile
PASSWORD (PW) Specify User Password 
PERMIT (PE) Maintain Resource Access Lists 



RACF – Commands…Page 2 of 2

RACDCERT RACF Digital Certificate
RACLINK Administer User ID Associations  
RACPRIV Set Write-Down Privileges
RALTER (RALT) Alter General Resource Profile
RDEFINE (RDEF) Define General Resource Profile
RDELETE (RDEL) Delete General Resource Profile
REMOVE (RE) Remove User from Group  
RESTART Restart RRSF Functions
RLIST (RL) List General Resource Profile 
RVARY Change Status of RACF Database
SEARCH (SR) Search RACF Database
SETROPTS (SETR) Set RACF Options 
SIGNOFF Sign Off Sessions 
STOP Shutdown RRSF 
TARGET Define RRSF Nodes



RACF - Structure Overview
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RACF – System Options
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RACF – System Options
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RACF – User Profiles



RACF – User Profiles



RACF – Group Profiles



RACF – Group Profiles



RACF – Group Profiles



RACF – Data Set & General Resource Profiles



RACF – Data Set & General Resource Profiles



RACF – Data Set & General Resource Profiles



RACF – Data Set & General Resource Profiles



RACF – Resource Classes
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RACF – Resource Classes



RACF – TSO Command Help



RACF – TSO Command Help



RACF – TSO Command Help



RACF – TSO Command Help



RACF – Add User Profile



RACF – Search



RACF – Search



RACF – Add User Profile with TSO and Unix Segment



RACF – Adding a TSO and Unix Profile



RACF – Adding a TSO and Unix Profile



RACF – User Attributes

SPECIAL -  At the system level can issue all RACF commands and is used only for special 
users, RACF Administrator. This attribute gives the user full control over all of the 
RACF profiles in the RACF database.  

    

    Users with the SPECIAL attribute do not have access to all resources, but they can use 
commands to give themselves access to all resources.



RACF User Attributes

OPERATIONS - Has full access authorization to all RACF-protected resources in the 
classes DATASET, DASDVOL, GDASDVOL, PSFMPL, TAPEVOL, VMBATCH, VMCMD, 
VMMDISK, VMNODE, and VMRDR classes.



RACF User Attributes

AUDITOR - The AUDITOR attribute is given to users who are responsible for auditing 
RACF security controls and functions. To provide a check and balance on RACF security 
measures, you should give the AUDITOR attribute to security or group administrators 
other than those who have the SPECIAL attribute.



RACF User Attributes

REVOKE - You can prevent a RACF user from entering the system by assigning the 
REVOKE attribute. This attribute is useful when you want to prevent a user from entering 
the system, but you can or will not use the DELUSER command because the user still 
owns RACF resource profiles.



RACF Commands in Batch
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RACF Commands in Batch



RACF Commands in Batch



RACF Command



RACF Command



RACF Administrator Utility



RACF Administrator Utility
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RACF Administrator Utility



RACF Administrator Utility



RACF Administration – reset password and resume a 
revoked user profile

//RACFCMD JOB 1,NOTIFY=&SYSUID   

//STEP1 EXEC PGM=IKJEFT01

//SYSPRINT DD SYSOUT=*

//SYSTSPRT DD SYSOUT=*

//SYSTERM DD DUMMY

//SYSTSIN DD *

     ALU ZIBM001 PASSWORD(BLUESKY) RESUME 

     ALU ZIBM002 PASSWORD(BLUESKY) RESUME 



RACF Administration – remove OPERATIONS attribute

//RACFCMD JOB 1,NOTIFY=&SYSUID

//STEP1 EXEC PGM=IKJEFT01

//SYSPRINT DD SYSOUT=*

//SYSTSPRT DD SYSOUT=*

//SYSTERM DD DUMMY

//SYSTSIN DD *

     ALU ZIBM001 NOOPERATIONS 

     ALU ZIBM002 NOOPERATIONS



Security Server (RACF) Bookshelf RACF Web Site

Professional Manuals and Information

https://www.ibm.com/products/resource-access-control-facility


Unit summary
Having completed this unit, you should be able to:

•  Describe RACF authentication process

•  Describe SAF base ‘element’

•  List RACF commands

•  List RACF options

•  Understand significance of Protect All switch

•  Run RACF administrator and auditor reports

•  Reset passwords
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