z/0S Introduction and Workshop

Security Server (RACF)




Unit objectives

After completing this unit, you should be able to:
* Describe RACF authentication process

* Describe SAF base ‘element’

* List RACF commands

* List RACF options

* Understand significance of Protect All switch

* Run RACF administrator and auditor reports

* Reset passwords



RACF — Resource Access Control Facility

RACF (part of Security Server) and the other available packages are add-on products which
provide the basic security framework on a z/OS mainframe

Identify and authenticate users
Authorize users to access protected resources
Log and report attempted unauthorized access

Control means of access to resources



RACF functions overview
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RACF - System Authorization Facility (SAF)

SAF is part of z/OS
Uses RACEF if it is present
Can also use an optional exit routine

SAF is a system service and is a common focal point for all products providing
resource control.

SAF is invoked at control points within the code of the resource manager



RACF — Administration

ISPF RACF Panels

RACF Native Commands
TSO
Batch

Console (selected commands only)

RACEF Utilities



RACF — Administration (Panels)
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File Edit Wiew Communication Acktions  wWindow  Help
RACF - SERVICES OPTION HEHNHU
OPTION ===2>

SELECT OME OF THE FOLLOWING:

1 DATA SET PROFILES

b GEHMERAL RESOURCE PROFILES

=3 GROUF PROFILES AND USER-TO-GROUF COMHECTIOHNS

“ USER PROFILES ANMD YOUR OWH PASSWORD

5 SYSTEHM OPTIOHNS

& REHMOTE SHARIHNG FACILITY

K DIGITAL CERTIFICATE=S, KEY RIHNHGS, ANMD TOKEHS

a9 EXIT
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RACF — Commands...Page 1 of 2

ADDGROUP (AG) Add Group Profile
ADDSD(AD) Add Data Set Profile

ADDUSER (AU)  Add User Profile
ALTDSD (ALD) Alter Data Set Profile
ALTGROUP  (ALG) Alter Group Profile
ALTUSER (ALU) Alter User Profile
CONNECT (CO) Connect User to Group
DELDSD (DD) Delete Data Set Profile
DELGROUP (DG) Delete Group Profile
DELUSER (DU) Delete User Profile
HELP Obtain RACF Help...TSO HELP racf cmd
LISTDSD (LD) List Data Set Profile
LISTGRP (LG) List Group Profile
LISTUSER (LU)  List User Profile
PASSWORD (PW) Specify User Password
PERMIT (PE) Maintain Resource Access Lists



RACF — Commands...Page 2 of 2

RACDCERT  RACF Digital Certificate

RACLINK Administer User ID Associations
RACPRIV Set Write-Down Privileges

RALTER (RALT) Alter General Resource Profile
RDEFINE (RDEF) Define General Resource Profile
RDELETE (RDEL) Delete General Resource Profile
REMOVE (RE) Remove User from Group

RESTART Restart RRSF Functions

RLIST (RL) List General Resource Profile
RVARY Change Status of RACF Database
SEARCH (SR) Search RACF Database
SETROPTS (SETR) Set RACF Options
SIGNOFF Sign Off Sessions

STOP Shutdown RRSF

TARGET Define RRSF Nodes



RACF - Structure Overview
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RACF — System Options
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READY

setropts list

ATTRIBUTES = INHITSTATS WHENH(PROGRAM -- BASIC) SAUDIT CHMDVWIOL HNHOOPERAUDIT
STATISTICS = DATASET DASDYVOL GDASDVOL GTERMINML OPERCHDS TAPEVOL TERHMIHMAL
AUDIT CLASSES = HOHNE

ACTIVE CLASSES = DATASET USERF GROUFP ACCTHUM AIMS APPL CBIND CIHMS CONMSOLE

DASDYOL DIME DSEMR EJBROLE FACILITY FIELD GDASDVOL GEJBROLE
GIME GXFACILI IIMS JIMS LIMS MIMS OPERCHD= PERFGRF PTEKTDATA
PTEKTYAL SERVER STARTED TIMIS TI30AUTH TSO0OPROC UNHIXPRIV
XFACILIT
GEMERIC PROFILE CLASSES = DATASET ACCTHUM ACICSPCT AIMS ALCSAUTH APPCLU
APPCPORT APPCSERY APPCSI APPCTPF APPL CACHECLS
CBIHMD CCICSCHD CIMS COMS0LE CPSHMOBJ CPSHMEHMP
CRYPTOZS CSFKEYS CSFSERY DASDYOL DEHMFORM DCEUUIDS
DCICSDCT DEVICES DIGTCERT DIGTCRIT DIGTHHMAP
DIGTRINMNG DIRACC DIRAUTH DIRECTRY DIRISRCH DLFCLASS
DEMADHM DSHMR EJBROLE FACILITY FCICSFCT FIELD
FILE FImWMSE F50BJ FS5EC GHMBR IBHMOPC IIMWS ILHMADMIHN
INFOHMANM IFPCOBJ JAVvA JCICSJCT JESIHPUT JESJOBS
JESSPO0OL KEYSHMITR LDAPBINMD LFSCLASS LIMES LOGSTRH
MCICSPPT MDSHBF MDSHCL MDSHDE MDSHJR MDSHPEK
MDSHPH HMDSHSC MDSHS5G HMDSHSHM HMDSHSFPF HMDSHS0 MDSHTEB
MDSHTS MDSHUF HMDSHUT MGHMTCLAS MOQADMIN HMOQCHAM
HMQCHDS HMOQCOMH HMOQHLIST HMOQPROC HOQQUEUE HMXADHMIHN
HXMLIST MEPROC HMEQUEUE HXTOFPIC HDSLINMK HETCHD:S
HETSPANM HODE= HODHMBR HOTELIHE HYVASAPDT OIMS
OFPERCHD= PCICSPSEBE PERFGRFP PIMS PMER PRIHNTSRY
PROCACT PROCESIS PROPCHTL PS3FMPL PTEKTDATA PTEKTYAL
FRACFEVYNT RACFVARS RACGLIST RACHCHMBR RAUDITX
RCICSRES RDATALIEB RIMS RHMTOPS RODHMHMGR ROLE
RRERSFDATA RVYVARSMBR SCDHMBR SCICSTST SDSF SERVAUTH
o ek
RET | a
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RACF — System Options
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SERVER SF3CHMD SIMS SMESSAGE SOMDOBJS STARTED
STORCLAS SUBSYS3MM SURROGAT SYSHMWYIEW TAPEYOL
TCICSTRHN TEMFPDSH TERMIMAL TIWMES THEADHMIN TSO0OAUTH
TSIOPROC UNIXMAFP UNIXPRIY YMBATCH VYVMBR YMOCHMD
YHMLAMN VYHMHMAC YMHMDISK YHMHODE YHMPOS1IX YHMREDR VYHMSEGHT
YTAMAPPL VYAXMBR WRITER XCSFKEY XFACILIT

GEMERIC COMMAMD CLASSES = DATASET ACCTHUM ACICSPCT AIMS ALCSAUTH APPCLU
APPCFPFORT APPCSERY APFPCS1I APPCTRP APPL CACHECLS
CBIND CCICSCHMD CIMS CONISO0OLE CPSMOBJ CPSMXMP
CRYPTOZ CSFKEY>S CSFSERY DASDYVOL DBHFORM DCEUUIDS
DCICSDCT DEVICES DIGTCERT DIGTCRIT DIGTHMARP
DIGTRING DIRACC DIRAUTH DIRECTRY DIRSRCH DLFCLASS
DSHADM DSHMR EJBROLE FACILITY FCICSFCT FIELD
FILE FIMS F3S0BJ F35EC GHMBR IBMOPC IIMWMS ILMADMIN
INFOMAM ITPCOBJ JAVA JCICSJCT JESINHPUT JESJOBS
JESSPO0OL KEYSMITR LDAPBIND LFS3CLASS LIMIS LOGSTRM
MCICSPPT MDSHBFP HMDSHCL MDSHDEBE HMDSMJR HMDSHPK
HMDSMPH HMDSMSC MDSMSG HMDSMSM HMDSMNSP MDSNHS0 HMDSNTEB
HMDSMHMTS HMDSHUF MHMDSHUT MGHMTCLAS HMOQADMIN HMOQCHAN
HOQCHMDS HMOCOMM HMOQHMLIST MOQPROC HMOQOOUEUE HXADMIMN
HXHLIST HMMXPROC HMXOQUEUE HMXTOFIC HNHDSLIMNK HNHETCHDS
HETSFPFANM HODES HMODMBR MHMOTELIMEK HNHYASAPDT OIMS
OPERCHMDE PCICSPSB PERFGRP PIMI PMBR PRINTSRY
PROCACT FPROCESS PROPCHTL PSFHMPL PTEKTDATA PTKTYAL
RACFEVNHT RACFVARS RACGLIST RACHCHMBR RAUDITX
RCICSRES RDATALIEB RIMS RMTOPS RODMMGR ROLE
RRSFDATA RVARSMBR SCDMBR SCICSTST SDSF SERVYVAUTH
SERVER 3SFS3SCHMD SIMS SHMESSAGE S0MDOBJS STARTED
STORCLAZ 3UBSYIMM SURROGAT SYy3SHMYIEW TAPEYOL
TCICSTRN TEMPDZNH TERMIMAL TIMI THMEADMIN TS0AUTH
TSOPROC UNMIXMAFP UNIXPRIY VHMBATCH VMBR VYHMCHMD

ek

BT | a
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RACF — System Options
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GLOBAL CHECKING CLASSES
SETR RACLIST CLASSES =

GLOBAL=YES RACLIST OHMLY

LOGOPTIONS "ALWAYS"™ CLA
LOGOPTIONS "MEVER™ CLAS
LOGOPTIONS "SUCCESSES™
LOGOFPFTIONS "FAILURES™T C
LOGOFTIONS "DEFAULT™ CL

o ek

File Edit ‘iew Communication Ackions  ‘Window Help
YHMLAM YHMMAC YHMHMDISK YHMHODE VYHMPOSIX YHMRDR VYHMSEGHT
YTAMAPPL VXMEBER WRITER XCSFKEY XFACILIT

GEMLIST CLASSES = HOMNE

= HOME
ACCTHUM APPL CBINMD CONMIOLE DSHMR FACILITY FIELD
OFPERCHMDS PERFGRF PTKTDATA PTKTVAL SERVER STARTED
TSOAUTH TS3SO0OFPROC UNIXFPRIYV XFACILIT

= HONE

SSES = HOMNE

SES = HOME

CLASSES =
LASSES =
ASSES =

HOME

NOMNE
DATASET ACCTHUM ACICSPCT AIMES ALCSAUTH
APPCLU APPCFPORT APPCISERY APPCII APPCTPR
APPL BCICSPCT CACHECLSI CBIMD CCICSCHMD
CDT CFIELD CImMS COMSOLE CPSMOB.J CPSHMXMP
CRYPTOZ CSFKEYS CSFSERY DASDVOL DBHFORM
DCEUUIDS DCICSDCT DEVICES DIGTCERT DIGTCRIT
DIGTHMAFP DIGTRING DIMS DIRACC DIRAUTH
DIRECTRY DIRSRCH DLFCLASS DSHADM DSHR
ECICSDCT EJBROLE FACILITY FCICISFCT FIELD
FILE FIMS F50BJ FS5EC GCICSTRHN GCPSMOB.J
GCSFKEYS GDASDVOL GDSHMBFP GDSHCL GDSMDB
GDSHJR GDSHPK GDSHPH GDSHIC GDSHI3G GDSMHIHM
GDSHSP GDSHS0 GDSHTEB GDSHTS GDSHUF GDSHUT
GEJBROLE GIMIS GINFOMANM GLOBAL GMBR GHOQADMIMN
GHMOQCHAN GHMONMLIST GHMOPROC GHMOOQUEUE GHMXADHMIN
GMXMLIST GHMXPROC GHMXQUEUE GMXTOPIC GSDSF
GS0OMDOBJ GTERMINML GHECSFKEY GXFACILI HCICSFCT
HIMS IBHOPC IDIDHMAFP IIMS ILMADMIN IMFOMAN
IFPFCOBJ JAvVA JCICSJCT JESINHPUT JESJOBS

R | a
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RACF — System Options
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JESSPOOL JIMS KCICSJCT KERELINK KEYSHETR
LDAPBINMD LFSCLASS LIMS LOGSTRHM HMCICSPPT
HMDEHMEBFP HMDEMCL HMDEMDEBE MDSHJR MDSEMHPK HMDSEHPH
HMDEHMEC HMDEMSG HMDEMSEM MDSHEFP MDSHIE0 MDSEHTE
HMDSEHTS MDSHUF HMDSHUT MGMTCLAS MIMS MOQADHMIN
HMXADMIN HMAMLIST MXPROC MAQUEUE HMXTOPIC
HMCICSPPT HDSLIMK HETCHMDS HMETSPAM HODES
HODHMER HOTELIHMEKE HVASAPDT OIME OFPERCHDZ=
PCICSEPSEBE PERFGRP PIM= PHMBEBR PRINTSRY PROCACT
PROCE==S PROGREAM PROFCHTL PSFMPL PTEKTDATA
PTKTYAL QCICSPSB QIM=E RACFEVHT RRACFHC
RACFYARS RACGLIST RACHCHWER RAUDITX RCICSRES
RDATALIEBE REALHM RIMSE RMTOPS RODHMHMGR ROLE
RESFDATA RVYARSHWMBR SCDHMBR SCICSTST SDSF
SECDATA SECLABEL SECLHMBR SERVAUTH SERVER
SFSCHMD SIMS SMESSAGE SO0MDOBJS STARTED
STORCLAIZ SUBSYSHM SURROGAT SYISIMYIEW TAPEYOL
TCICSETRHN TEMPDEN TERMIMAL TIMS THEADMIMN
TSOAUTH TSOPROC UCICSTST UIMSE UNMIXHAP
UHMIXFPRIY VCICSCHD VYHMBATCH VYHMEBR VHCHD VHEVERNT
YHLAM YHMHMAC VHHDISK YHMHODE YHMPOSIX VYHEDR
VYHMEEGHMT YMEXEVENT YTAMAPFPL VYXEMBR WCICSRES
WIMSES WRITER XCSFKE HXFACILIT
AUTOHMATIC DATASET PROTECTION IS IN EFFECT
EMHAMCED GEMNHERIC HAMINKNG IS HOT IM EFFECT
REAL DATA SET HMAMES OPTIONWM IS IMACTIVE
JES-BATCHALLRERACF OFTIONM I= ITHACTIVE
JES-X¥BHMALLRACF OFTIOHNH IS IHMACTIVE
JES-EARLYYERIFY OPTION I3 IMHACTIVE
PROTECT-ALL OFPTIONM IS HOT INH EFFECT
A
BT | a
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RACF — System Options
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TAPE DATA SET PROTECTION IS IMACTIVE
SECURITY RETENTIONM PERIOD IM EFFECT IS 2 DAYS.
ERASE-ON-3SCRATCH I3 IHACTIVYE
SINGLE LEVEL HNHAWES HOT ALLOWED
LIST OF GROUFPS ACCESS CHECKING IS ACTIVE.
IMACTIYVE USERIDI ARE HMOT BEING AUTOMATICALLY REVYVOKED.
NO DATA SET MODELLING BEINMG DOME.
PASSLWORD PROCESSING OPTIONS:
PASSWORD CHANGE INTERVAL IS 560 DAYS.
PASSWORD MINIMUM CHANGE INTERVAL IS 2 DAYS.
HMIXED CASE PASIWORD SUPPORT IS HOT INM EFFECT
HO PASSWORD HISZTORY BEING MAINTAINED.
USERIDS MNOT BEING AUTOMATICALLY REYOKED.
HO PASSWORD EXPIRATION WARMNINMNG MESSAGES WILL BE ISSUED.
HO INSTALLATION PASSWORD SYHNTAX RULES ARE FPRESENT.
DEFAULT RVARY PASSWORD IS IM EFFECT FOR THE 3SWITCH FUNCTIOMN.
DEFAULT RVARY PASSWORD IS IM EFFECT FOR THE 3S3TATUS FUNCTIOMN.
SECLEYELAUDIT I3 INACTIVE
SECLABEL AUDIT IS HOT IM EFFECT
SECLABEL CONMTROL IS MHMOT INM EFFECT
GEHMERIC OWHER OHNHLY IS HOT IN EFFECT
COMPATIBILITY HMODE IS HOT IN EFFECT
MULTI-LEVEL QUIET IS HOT IN EFFECT
MULTI-LEVEL STRABLE IS HOT IN EFFECT
NO WRITE-DOWMN IS MOT INM EFFECT
HMULTI-LEVEL ACTIVE IS HOT IM EFFECT
CATALOGUED DATA SETS OMLY, IS HOT IM EFFECT

USER-ID FOR JE= HJEUSERID IS @ 7997 TTeTsT

USER-ID FOR JE= UMDEFIHEDUSER IS @0 +#+ 54+ 4+

PARTHER LU-YVERIFICATION SIESSIONKEY INHTERYAL HMAXIMUMADEFAULT IS 30 DAYS.
APFLAUDIT IS HOT IM EFFECT

AHA

R | a
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RACF — System Options
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ADDCREATOR IS INM EFFELCT

KERBLYL = &)

HMULTI-LEVYEL FILE 3=S%¥STEMWM IS HOT IHM EFFELCT

HMULTI-LEVYEL INWNTERFPROCESS COMMUNICATIONWNS IS HOT IM EFFECT

MULTI-LEYEL HAME HIDIHNG IS HOT IM EFFECT

SECURITY LABEL BY S¥STEM IS HOT IM EFFECT

PRIMARY LANMGUAGE DEFAULT : EHU

SECOHMDARY LANMGUAGE DEFAULT : EHU

READY

rAl a
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RACF — User Profiles
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READY

listuser =ibmOOO t=o omvs

USER=ZZIBHMGOGOO MAME=UHNHKHOWM OWHER=5YS1 CREATED=10
DEFAULT -GROUP=GROUF1 PASSDATE=10.040 PASS-INHTERYAL=

ATTRIBUTES=0FPERATIONS

REVOKE DATE=HONE RESUME DATE=HONE
LAST-ACCESS=10.048-17 :24:249

CLASS AUTHORIZATIONS=NOMNME
HMO-IMNSTALLATION-DATA

NO-HMODEL -HAME

- G039
52 PHRASEDATE=MN.A

LOGON ALLOWED (DAYS) [(TIME)
ANY DAY ANYTIME
GROUP=GROUFP1 AUTH=USE CONMNHECT -0OLWHER=35Y31 COMHECT-DATE=10.039
COMMECTS = T4 UACC=MOMNE LAST-CONNECT=10.048-17:24:24

COMMECT ATTRIBUTES=HOMNE
REVOKE DATE=HONE RESUME DATE=HONE
SECURITY -LEVEL=HNOME SFECIFIED
CATEGORY —AUTHORIZATION
HONE SPECIFIED
SECURITY -LABEL =HNOME SPECIFIED

T30 ITHFORMATION
ACCTHUM= FB3
HOLDCLASS= X
JOBCLASS= A
MESGCLASS= X
PROC= DBEBFROC9G
SIZE= QOQO3IZT6E
KK

rAl a
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RACF — User Profiles
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MAXSIZE= Q10Z4000
SYSOUTCLASS= X
USERDATA= 9000
COMHAMD =

OMvys INFORMATION
UID= 90000000500

HOME= ~Au - zibmd00Q
FROGRAM= - binssh
CPUTIMEMAX= HNHOMNE
AZS I ZEMAX = HNONE

FILEPROCHMAX= HNOMNME
PROCUSERMAX= HNONE
THREADSMAXK= HNHOHNE
MHMAPAREAMAX = HNONE

READY

rAl a
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RACF — Group Profiles
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READY
listgrp groupl omwvs
INFORHMATIONM FOR GROUFP GROUFP1
SUPERIOR GROUP=S3YS1 OWHER=5S%S1 CREATED=90.014
IMSTALLATION DATA=SYSTEM PROGRAMHMINMG - WIDE AUTHORITY
MO HMODEL DATA SET
TERHMUACLC
SUBGROUFP(S)= GROURPZ OMVYsSGRP TTY IHUWEB UucCrG GROURPY
SSHDG STCGROUPRP
USER(S) = ACCESS= ACCESS COUNT= UNIVYERSAL ACCESS=
SWVWTSCU UsSE 001680 HOME
COMHMECT ATTRIBUTE==HOHE
REVYOKE DATE=HOHNE RESUME DATE=HOHNHE
DCEADM USE OOOOG1 HOMNE
COMHECT ATTRIBUTES=HOHE
REYOKE DATE=HOHE RESUME DATE=HOHE
IBMUSER UsSE jejelolelalel HOME
COMHMECT ATTRIBUTE=S=HOHE
REVYOKE DATE=HOHNE RESUME DATE=HOHNHE
STCOPER UsSE [slelclelale] HMOHNE
COMHECT ATTRIBUTES=SPECIAL OFPERATIONS
REYOKE DATE=HOHE RESUME DATE=HOHE
DBEBZADHM UsSE jejelolelalel HOME
COMHMECT ATTRIBUTE=S=HOHE
REYOKE DATE=HOMNE RESUME DATE=HOHNE
DBEBZDAL UsSE OO0015S HMOHNE
COMHECT ATTRIBUTES=HOHE
REYOKE DATE=HOHE RESUME DATE=HOHE
USER1 USE jejelalalolel HOME
COMHMECT ATTRIBUTE=S=HOHE
L2 2
BT | a
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RACF — Group Profiles
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REVOKE DATE=MHONE RESUME DATE=MHONE
USERZ2 UsSE 000000 HMOME
COMMECT ATTRIBUTES=MNHONE
REYOKE DATE=HONE RESUME DATE=HONE
CICSTS41 UsSE 200000 HONE
COMHECT ATTRIBUTES=NHONE
REYOKE DATE=NHONE RESUME DATE=HONE
CICSTS3Z2 UsSE 000000 HMOME
CONMMECT ATTRIBUTES=MNHONE
REYOKE DATE=HONE RESUME DATE=HONE
DASUSER UsSE 20000 MOMNME
COMHECT ATTRIBUTES=NHONE
REVYOKE DATE=HONE RESUME DATE=HONE
ZIBHOOO UsSE 0000 7T4a HMOME
COMMECT ATTRIBUTES=MHONE
REYOKE DATE=HONE RESUME DATE=HONE
ZIBHMOG1 UsSE GO0001 NOMNME
COMHECT ATTRIBUTES=NHONE
REYOKE DATE=HONE RESUME DATE=HONE
ZIBHOOGZ UsSE 000000 HMOME
COMMECT ATTRIBUTES=MHONE
REYOKE DATE=HONE RESUME DATE=HONE
ZIBHOG3 UsSE padelefeloyc) NOMNME
COMHECT ATTRIBUTES=NHONE
REYOKE DATE=HONE RESUME DATE=HONE
ZIBHMOO4 USE 000000 MOME
COMMECT ATTRIBUTES=MHONE
REYOKE DATE=HONE RESUME DATE=HONE
ZIBHOOS UsSE padelefeloyc) NOMNME
COMHECT ATTRIBUTES=NHONE
REYOKE DATE=HONE RESUME DATE=HONE
L2 2
BT | a
@ Eonnected ko remoke serverfhost 204,90,115,154 using lofpool TCPOO019 and port 623 | o




RACF — Group Profiles
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File Edit

OomMvys

GID=
READY

Wiews  Communication  Ackions  Window Help

REVOKE DATE=MHONE
ZIBHMOZ T UsE

COMHMECT ATTRIBUTES=HOMNE

REVOKE DATE=HONE
ZIBHMOZG UsE

COMHNECT ATTRIBUTES=MHOMNE

REVOKE DATE=MHONE
ZIBHMOZ9 UsE

COMHMECT ATTRIBUTES=HOMNE

REVOKE DATE=HONE
ZIBHMO30 UsE

COMHNECT ATTRIBUTES=MHOMNE

REYOKE DATE=HONE
ZIBHM101 UsE

COMHMECT ATTRIBUTES=HOMNE

REVOKE DATE=HONE
ZIBHM10Z UsE

COMHNECT ATTRIBUTES=MHOMNE

REVOKE DATE=HONE
ZIBHM103 UsE

COMHMECT ATTRIBUTES=HOMNE

REVOKE DATE=HONE
ZIBHM10QO0Q UsE

COMHNECT ATTRIBUTES=MHOMNE

REVOKE DATE=HONE

IMFORMATION

ledeqegelalolofoteye)

Q000000

lejejelclalo]

000000

lejejelcle L]

000000

2000000

000000

2000001

RESUME

RESUME

RESUME

RESUME

RESUME

RESUME

RESUME

RESUME

RESUME

DATE=MNOMNE
HOME

DATE=NONE
HOMNE

DATE=MNOMNE
HOME

DATE=NONE
HOMNE

DATE=HNOME
MOMNME

DATE=NONE
HOMNE

DATE=HOMNE
MOMNME

DATE=NONE
HOMNE

DATE=HONE

HAl

=2
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RACF — Data Set & General Resource Profiles
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I
READY
ld da( " zibm@ad.%"] all
INFORHMATION FOR DATASET ZIBHMOOEE .%x (G)

LEVEL OWHER UNIVERSAL RACCESS WARMNIMNG

FAILURES (READ)

MOTIFY

;ll;l_ljlélgla_TD BE NHOTIFIED

YOUR ACCEISS CREATION GROUP DATASET TYPE

ALTER 5351 HOMH-VSAM

MO INSTALLATION DATA
SECURITY LEWVEL

MO SECURITY LEVYEL

e

rAl a

@ Eonnected to remote serverf/host 204,990,115, 1584 using lufpool TCPOOO19 and pork 623




RACF — Data Set & General Resource Profiles

=] Class - swscmwx

=15

File Edit Wiew Communication Actions  wWindow  Help
CATEGORIES

HO CATEGORIES

SECLABEL

MO SECLABEL

CREATION DATE LAST REFEREHCE DATE LAST CHAMNMGE DATE
(DAY]) (YEAR) (DAY]) (YEAR) (DAY) (YEAR)

o239 10 HOT APPLICABLE FOR GENERIC FPROFILE
ALTER COUNT CONMTROL COUNT UPDATE COUNT READ COUNT

HO ENMTRIES INMN STAMDARD ACCESS LIST

ID ACCESS CLASS EHNTITY HNAME
HO ENTRIES INH CONDITIOMAL ACCESS LIST
READY
0] a
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RACF — Data Set & General Resource Profiles
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READY

rlist acctrnum * all
CLASS HAME
ACCTHUM FB3

LEVEL OWMER

NO SECLEVEL

CATEGORIES=S

MO CATEGORIES
SECLABEL

HNO SECLABEL

ek

UNIVERSAL ACCESS

YOUR ACCESS

WARMIMNG

R | a
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RACF — Data Set & General Resource Profiles
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AUDITING

FAILURES (READ)
GLOBALAUDIT

MO USER TO BE MOTIFIED

CREATION DATE LAST REFERERNCE DATE LAST CHAMNMGE DATE

o014 99 014 99 014 90

ALTER COUNT CONMTROL COUNT UFPDATE COUNT READ COUNT
2000001 000001 000001 2000001

USER ACCESS ACCESS COUNT

GROUFP1 READ jeyejoyalolel

3r=1 READ jeyeloyalolel

DASUSER READ 200000

ZIBHMOO0Q READ 0000000

ZIBHMOO1 READ lejejelalala]

ZIBHOOZ READ jeyejoyalolc]

ZIBHOO3 READ jeyajoyalolel

ZIBHGO4 READ jeyeloyalolel

T I
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READY

rl

IKJSG6700A ENTER CLASS HAME -
tsoauth

IKJS6700RA ENTER EHTITY HAME -

kY
CLASS HAME
TSO0OAUTH ACCT
LEVEL OWHER UNIVERSAL RACCESS YOUR ACCESS

FAILURES (READ)
GLOBALAUDIT

ik

WARMING

BT | a
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HOTIFY

HMO USER TO BE HOTIFIED

CLASS HAME

TSOAUTH CONSOLE

LEVEL OWHER UNIVERSAL RACCESS YOUR ACCESS
‘@@  GrROUP1 NONE READ

DEFINITIONS TO GET TS0-.E EXTEHDED CONSOLES
APPLICATION DATA

FRAILURES (READ)

GLOBALAUDIT

WARMING

HOME

MOTIFY

A
BT | a
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NO USER TO BE HOTIFIED

CLASS MAME
TSOAUTH JoL
LEVEL OWUWMER UNIYERSAL ACCESS YOUR ACCESS
ee  sys1 NONE READ

FAILURES (READ)
GLOBALAUDIT

WARMNING

HOME

HOTIFY

AR
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CLASS HAME
TSODAUTH OPER
LEVEL OWHER UNIVERSAL ACCESS YOUR ACCESS
‘@@  sys1 NONE READ

FRILURES (READ)

GLOBALAUDIT

HMO USER TO BE HOTIFIED

e

WARMIMNG
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READY
help rlist

FUMCTIOHN
RLIST (List general resource profilel

Use the RLIST command to display information on resources
belonging to classes specified in the class descriptor table. Hote
that the DATASET, USER, and GROUP classes are not defined in the
class descriptor table.

Hote: The RLIST command might prowvide unpredictable results when
searching on the DIGTCERT and DIGTRINMNG classe=s. Due to the
lowercase characters in these classes, the profile filter on
the RLIST command might not function correctly.

RACF uses the class descriptor table to determine it a class is
definmned to RACF, the syuntax of resource mnames within the class,
and whether the class i= a resource grouping class.

Profiles are listed in alphabetical order. Generic profiles are
listed in the same order as they are searched for a resource
match. [(This also applies to the names in the global access
table . ]

RACF date handling: RACF interprets dates with 2-digit years as
Follows. (The yy walue represents the Z2-digit year.])

E I+ 7O < yy <= 99, the date i= interpreted as 19yy.

E IFf 900 <= yy <= 7O, the date is= interpreted as Z0yy.

AR
BT | a
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Issuing options

The following table identifies the eligible options for issuwuing
the RLIST command:

+F—_—— — —— — — — —_ —_ — = = F+——_—— — — — —_— —_— — —_ — = = +—_—— — —— — — —_— — — —_ = = + —— — — — — —_— — — —_— = = +—— — — — — — —_— — — — = = +
A= a RACF A= a RACF With With From the
TS0 operator command automatic RACKF
command™ command T direction?™ command parameter
direction?™ library?
*+ - — - - — — — — — — — — = + - - — - - - — — — —_ — = + - — - - — — — — — — - — = + - — - - — — — — — —_ — = — *+ - - - - — — — — — — - — = +
| ves=s | vres | ves=s | Ho | res= |
+F—_—— — —— — — — —_ —_ — = = F+——_—— — — — —_— —_— — —_ — = = +—_—— — —— — — —_— — — —_ = = + —— — — — — —_— — — —_— = = +—— — — — — — —_— — — — = = +

For information on issuing thi=s command as a RACF T30 command or
as a RACF operator command, see =05 Security Server RACF Command
Language Reference.

You must be logged on to the console to isswue this command as a
RACF operator command .

Related commands

L S To list a data set profile, see "LISTDSD (List data set
profilel".

E To lis=t a user profile, =see "LISTUSER (List user
profilel™.

3 To li=s=t a group profile, see "LISTGRP (List group
profilel"™.

E To obtain a list of general resource profiles, see
"SEARCH (Search RACF database]™.

AR
R | a
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Details listed

This command lists the information in an existing profile for the
resource or resource group.

The details that are giwven fTor each profile are:

H* The resource class.

* The name of the resource.

L S The cross-reference class name [(that is=,., the member class name
Ffor resource groups or the group name for nNnon-group resources).

* If the resource named in the command (in the resource-name
operandl)] is a resource group, RACF lists member resources.

H* The lewvel of the resource.

* The owner of the resource.

L S The type of access attempts [(as specified by the AUDIT operand
on the RDEFINE or RALTER command) that are being logged on the
SHMF data set.

3 The user, if anu, to be notified when RACF uses this profile to
deny access to the resource.

3 The universal acces=s authority for the resource.

E Your highest lewvel of access authority to the resource.

L S The installation-defined data (information specified in the

DATA operand of the RALTER or RDEFIME commands).

IFf your =05 installation is= configured to be a

multilevel —secure envirormment, this information is not listed
in your output. * ISUPPRESZED * appears under the installation
data field. Only those with SPECIAL are allowed to list the
Field.

E The APPLDATA walue, if anu.
A A

HAall a
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you hawve the group-AUDITOR attribute.

You hawve alter acces=s fTor the profile name from the GLOBAL
EHNTRY TABLE (if thi= table contains an entry for the profilel.
IFf the profile i= in the FILE or DIRECTRY class,., the second
qualifier of the profile name is your user ID.

For a discrete profile, you are on the access list for the

resource and you hawve ALTER authority. (IFf you have anu other
level of authority, you cannot use the operand. )
3 For a discrete profile, your current connect group (or, iF

list-of-groups checking is actiwe, any group to which you are
connected) i= in the access list and has ALTER authority.

E For a discrete proftile, the universal access authority of the
resource is ALTER.

SYHTAX
RLIST

The complete syntax of the RLIST command is:

P ————...
| subsystem-prefi=RLIST | szubsystem-prefixRL

*+ - — — — — *+ - - - - - - - - - - - ——_——_- — —_——_—_ —_—_ - —_— —_—_-—_—_ —_ —_—_——_ — ——_——_ — —_——_—_— — —_—_ — — — — — — — — — — — —— — ——— — = =
| | class-name

+—_— - — = +H—-——_——_——_——_——_——_——_——_-—_——_- - —_—_-—_—_—_—_—_—_ —_—_—_—_—_ —_——_—_ —_ —_ . . e e — —_— —_——_—— = = =
| | (profile-name Y | o=

+ - — — — — - e
| | ALL

*+ - — — — — *+ - - - - - - - - - - - ——_——_- — —_——_—_ —_—_ - —_— —_—_-—_—_ —_ —_—_——_ — ——_——_ — —_——_—_— — —_—_ — — — — — — — — — — — —— — ——— — = =
| | AT (node . userid ..) | OHMLYAT(node.userid )]

+—_— - — = +H—-——_——_——_——_——_——_——_——_-—_——_- - —_—_-—_—_—_—_—_—_ —_—_—_—_—_ —_——_—_ —_ —_ . . e e — —_— —_——_—— = = =
e
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READY

adduser test

READY

Ilu test tso omvs

USER=TEST HAME =UMKHMOWM OWHER=IBHMUSER CREATED=10. 050
DEFAULT-GROUP=5¥Y5S1 PASSDATE=00 . 000 PASS-INTERYAL= 60 PHRASEDATE=H.-A
ATTRIBUTES=HOHNE
REVOKE DATE=HOHE RESUME DATE=HOHE
LAST-ACCESS=UNKHOWH
CLASS AUTHORIZAT IONS=MONE
HMO-IMSTALLATION-DATA
HO-HMODEL —-HAME

LOGONM ALLOWED [(DAYS) [(TIME)

ANY DAY ANYTIME

GROUP=3%31 AUTH=USE COMHECT -0OWNER=IBHMUSER COMHNECT-DATE=10 . 050
CONMMHECTS= o0 UACC=HONE LAST-CONHECT =UNKHNOWM
COMMECT ATTRIBUTES=HOMNE
REVOKE DATE=MOMNE RESUME DATE=MHOMNE

SECURITY -LEVEL=HNOME SFECIFIED
CATEGORY —-AUTHORIZATION

NHONE SPECIFIED

SECURITY -LABEL=HONME SPECIFIED

MO TS0 INMFORMATION

HO OMY=E IHMFORHATION
READY

du test

READY

b o

BT | a
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search nomask class(dataset)
DASUSER . * (G)]
ICQ.* (G)
HMASTERY . CATALOG (G)
MvYsS1.TEST (G)
oMvA.*x (G)
SYsS1.x (G)
ZIBHMOOO |
ZIBHOGI1 .
ZIBHOGOZ |
ZIBHMOQO3 .
ZIBHMOOg .
ZIBHMOOS .
ZIBHMOOG .
ZIBHMOOT .
ZI1IBHOGeE .
ZI1IBHGE9 .
ZIBHMO10 .,
ZIBHMO11 .
ZIBHMO12Z .
ZIBHMO13 .
ZIBHE14.
ZIBHE1S .
ZIBHMO1G .
ZIBHMO17T .
ZIBHMO1G.
ZIBHMO19 .
ZIBHGZ0 .
ZIBHGZ1 .
ZIBHMOZ2Z |
ZIBHMOZ3 .
E S &

I EEEEEEEEEEESEEEEEEREEREEN]
S, -, -, -,
inininininininininininiginininininininininininln
S S S e S e e Yo Yo e Yo S’ S e N S S Y Y
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=r class{user) Filter(=zibm*x)
ZIBMHMOOG
Z1BMHMGa1L
IBHOGZ

=

i
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RACF — Add User Profile with TSO and Unix Segment
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YIEW CLASS .SETUP.JCL(S0UT) - ©1.0600 Columns Q000601 QOGO 7ZF
Command ===2> Scroll ===> LCSR
SO R S OB B B O O R R R R R R R K K R K R R K. Top of Data o8k ke ok kK K K K K 0 K K K I R S S 3 3 sk i ok koK
Q00001 - DEFUSER JOB 1 HOTIFY=&S%¥SUID

QO0OeZz A S.ADDID EXEC PGHM=IKJEFTO1 REGIOHM=6H

QO0O03 AASYSPRINT DD SYSOUT==*

GEOGEEG4d4 AA3YSTSPRT DD SYSOUT =%

GO0ee5h A S3SYSTERM DD DUHMY

Q0006 A ASSYSTSIN DD =x

jejeleyelohry mkdir "Aus=Zibm@Oo-*

jejeleyalols] ADDUSER ZIBMOOO PASSWORD(BLUESKY ) OPERATIONS -
[slelclelals] OWNERI(SYS1) DFLTGRPI(GROUP1) -

OO0010 OMYS(HOHMEL " “urs=ibmO00 " ] PROGRAMI( " binssh") UIDI(SOO0])]) -
GOee11 TSO(ACCTHUMC(FB32) PROCI(DBPROCY9G) JOBCLASS(A) -
QOG0 1Z MEGCLASS(X]) HOLDCLASS(X]) SYSOUTCLASS(XKY -
Q00013 SIZE(32768) MAXSIZE(10Z24000) )

Qo001 q bp=x=batch =h chown ZIBHMOOO: GROUFP1 SUusS =i bmOoo
000015 PERHMIT FB3 CLASS(ACCTHUM]) ID(ZIBHMOOO)
o000l PERHMIT SPFPROCE CLASS(TSOPROC) ID(ZIBHMOOO)
a1 7 PERHMIT JCL CLASS(TSO0AUTH) ID(ZIBHMOOO)
GOee18 PEREHMIT ACCT CLASS(TS0AUTH) ID(ZIBHMOOO)
Q00019 PERHMIT HMOUNT CLASS(TS0AUTH) ID(ZIBMOGOO)
Q00020 PEREHMIT OFER CLASS(TS0AUTH) ID(ZIBMOGOO)
QO00Z1 AD "ZIBMO0O0O .x" OWNER(ZIBMOOO) UACC(HNONME) GEHNERIC
OOOOZ2Z mkdir " Au-s=ibmoo1l-*

GO00Z3 ADDUSER ZIBHMoGe1 PASSWORD(BLUESKY) OPERATIONS -
GO00Z4a OWNERI(SY=S1) DFLTGRPI(GROUFP1) -

Q00025 OMYS(HOME( " “urs=ibm201 ") PROGRAM( '~ binssh"')] UID(SQ11)]) -
000025 TSO(ACCTHUMC(FEZ) PROC(DEBPROC9G) JOBCLASS(A)Y -
QO00Z7F MEGCLASS(X) HOLDCLASS(X) SYSOUTCLASS(X) -
BT | a
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YIEW CLASS .LAB.EXEC(DEFZID) - 1.1 Columns 9000601 G072
Command ===2> Scroll ===»> LCSR
O O B I R S K S S K S S S S S R S R S S R I R S S S S K S TDI:I OFf Data 0 K K R K K R K K R K K o o ok
OOO0001 A% REXX ®x7
000002 "FREE FI(indd])"™
QO3 "FREE FI(outdd)"™
Q0oead4 "FREE FI(alias)"™
00005 "ALLOC FI(indd) DAl '"CLASS . SETUP . JCL(SIN)Y ") SHR REUSE™
QOO00e "ALLOC FI(outdd) DA("CLASS.SETUP.JCL(S0OUT) ") OLD REUSE™
OOOOO7F "ALLOC FI(alia=s) DA "CLASS .SETUP.JCLI(SALIAS) ") OLD REUSE™
000008 "EXECIO O DISKW alias (OPEM ™
000009 "EXECIO O DISKW outdd (OPEM ™
SO0 10 . ok ik sk ok ok sk sk ol sk ik i ol s ik 2 e S ik 2 sk e ol o s i sl ok 3 i sl sk e ol sl s i ol e s ol sl e e ole o ol ol ol ke ol ok
00011 d.1 = "DEFALIAS JOB 1 HOTIFY=&&SYISUID"®
Q00012 d.2 = " ALIAS EXEC PGHM=IDCAMS"

Q00132 d.3 = "SS5 YSPRINT DD SYS0OUT=x"
000014 d.a4 = "L AEYSIHN DD x "
000015 "EXECIO 4 DISKW alias [(stem d. "
DEO016 /****************************************************/
Qeea17 1.1 = " DEFUSER JOB 1 HOTIFY=&SYSUID"
Qooe18 1.2 = *"oADDID EXELC PEM—IKJEFTGl REGIOM=6M"
Qo019 1.3 = "SoSYSPRIMT DD SYS0OUT == °
000020 1.4 = "SASYSTSPRT DD SYySOUT==x°
00021 1.5 = "5 YSTERHM DD DUMHY *®
QeOEe2Z2 1.6 = "AASTYSTSIHN DD #* "
QOOG23 "EXECID * DISKW outdd [(s=tem 1. "
Qo255 ""EXECIO * DISKR indd (STEM u. FINIS™
Q90026 do i=1 to u.0Q
OO0O27F u = spacel(u.i)
BT | a
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YIEW CLASS.LAB.EXEC(DEFZID) - ©1.061 Columns 900001 G072
Command ===>2> Scroll ===> LCSR
OoOz5 "EXECIO * DISKR indd (STEM u. FINIS™
Q90026 do i=1 to u.Q
OEOEE2T u = =spacelu.i)
000028 l1l=translate(u, "abocdefghijklmnopgrstuvwxy=", "ABCDEFGHI JKLHHOPOQRSTUYWXEYZ " ]
OE29 U=stranslate(u, "ABCDEFGHI JKLHHOPQOQRSTUYWXYF " . "aboecdefghijk lmnopgrstuvwxy= "]
QO30 uid = 499+i
900031 grp = GROUF1
Q032 1.1 = " mkdir "Sus""1L""""
Qo332 L.2 = ° ADDUSER '"U' PASSWORDI( " BLUESKY ] OFPFERATIONS -  °
000634 1.3 = ° OWNERI(SYS1) DFLTGRPL "grp") -
00035 1.4 = OMYS(HOME( " “u""1" "] PROGRAM( " bins=h") UID("uid™])]) - =
o036 1.5 = ° TSO(ACCTHNUMC(FBEZ2) PROCI(DBPROC9G) JOoBCLASS(A)Y - °
Qeee37F 1L.6 = ° MEGCLASS(X) HOLDCLASS(X) SYSOUTCLASS(XY — ¢
Qo038 1.7 = ° SIZE(3Z2768) MAXSIZE(10Z4000) ] °
Q0039 1.8 = " bpxbatch =h chown'® U':GROUP1-® T b §
00004 1.9 = ° PERHMIT FB3 CLASS(ACCTHUM]) IDC"U" 1"
000041 1.1 = - PERMIT SPFPROCE CLASS(TSOPROC) IDC"U" 1"
Qo042 1.11 = - PERHMIT JCL CLASS(TSO0OAUTH)Y IDC"U" 1"
o043 1.12 = - PERHMIT ACLCT CLASS(TSO0OAUTH)Y I1IDC"U" 1"
Q00044 1.1323 = -° PERMIT HMMOUNT CLASS(TSOAUTH) ID(C"U" )"
Q90045 1.14 = -° PERMIT OFER ELHSS(TSDHUTH] IDC"U*" )"
Q0o0ad4s 1.15 = -° AD " " "W .x" " OWNERC( "U" ) UHEE(NDNE) GEHMERIC
00004 F "EXECIO * DISKW outdd (stem 1.
GO0 A48 . ks sk ok ok sk sk ol sk sk i ke s 2k 2k ke e 2k ol sk ke e ok s ik s ok s ik o sk e ol e sk e ol e s ol ol e e e ol ke ol ke ke ke ok
o049 d.1 = ° DEFINE ALIAS(HAMEC "U" ) RELHTE(CHTHLDG USERAADI ] "
000050 "EXECIO 1 DISKW alias (stem d.
DOOOS1 i e S I S K S I S K S i S K I I o K o i o K o o K o o K o o K o o K o o o ol ol ol K o
Q0052 end
BT | a
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RACF — User Attributes

SPECIAL - At the system level can issue all RACF commands and is used only for special
users, RACF Administrator. This attribute gives the user full control over all of the
RACF profiles in the RACF database.

Users with the SPECIAL attribute do not have access to all resources, but they can use
commands to give themselves access to all resources.



RACF User Attributes

OPERATIONS - Has full access authorization to all RACF-protected resources in the
classes DATASET, DASDVOL, GDASDVOL, PSFMPL, TAPEVOL, VMBATCH, VMCMD,
VMMDISK, VMNODE, and VMRDR classes.



RACF User Attributes

AUDITOR - The AUDITOR attribute is given to users who are responsible for auditing
RACF security controls and functions. To provide a check and balance on RACF security
measures, you should give the AUDITOR attribute to security or group administrators
other than those who have the SPECIAL attribute.



RACF User Attributes

REVOKE - You can prevent a RACF user from entering the system by assigning the
REVOKE attribute. This attribute is useful when you want to prevent a user from entering
the system, but you can or will not use the DELUSER command because the user still
owns RACF resource profiles.



RACF Commands in Batch

2] Class - svscmwvx E]@
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File Edit Edit_Settings MHMenu Utilities Compilers Test Help

EDIT CLASS.LAB. JCL(RACFCHMD]) - ©O1.00 Columns @001 0072
Command === sub;:;=-sd:prefix racfcmd:=st Scroll ===> LCSR

SO OO E I SR 0 0 I OO I SR O I R R S R sk . Top oF Data 3ok 5ok 3 3 3 R 3K 3K 3 3 3 0 R 3K 3K 3 3 30 3 K R KK
200102 - RACFCHD JOB 1 . NMOTIFY=&3YSUID

QO3990 TS0 EXEC PGH=IKJEFTOG1

20500 So.ESYSPRINT DD SYSOUT =%

26000 SoSYSTISPRT DD SYSOUT=*

20700 S SYSTERHM DD DUMMY

200802 o.ISFOUT DD DUMMY

200900 S /EYSTSIN DD

Q016060 LU ZIBHMO3IO TSSO OMYS

0019010 LD DAL "ZIBHMO3IO.*"]) ALL

22100 Ik

SO OO O K O O R R O O O R R O K KRR Bottom oF Data 30008 580K 3 3 00 0K 3K 30 0 0 0 R 3K K 30 0 K K K

IKJS62501 JOB RACFCHMD(JOBOGGEEB) SUBMITTED
ek
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RACF Commands in Batch
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Displau Filter Yiew Print Options Help

SDSF STATUS DISPLAY ALL CLASSES 1 Member processed
COMMAND INMPUT ===> SCROLL ===> LSRR
PREF I X=RACFLCHD DEST=(ALL) OLWMER =% SORT=Rd-Date D Rd-Time. D SYSHAME =

MNP JOBHAME JobID Dwnrner Prty Queus C Pos=s SAfFF ASuyus Status

T_ RACFCHD JOBOO668 IBMUSER ¥ EXECUTIOHN A i
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RACF Commands in Batch
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Displau Filter View Print Options Help

SDSF JOB DATA SET DISPLAY - JOB RACFCHD (JOBOOGGE)

COMHAMD IHPUT ===

PREF I X=FRACFCHD DEST=(ALL] OWMHER =% SYSHAME =

HP DDHAME StepMame ProcStep DSID DOwner C Dest
JESHMSEGLG JESZ Z IBHMUSER W LOCAL
JESJCL JESZ 2 IBHMUSER L LOCAL
JESYSHSG JESZ 4d IBHUSER W LOCAL

= SYSTSPRT T30 163 IBHMUSER W LOCAL
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RACF Commands in Batch
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Displau Filter Yiew Print Options Help

SD3F OUTRFUT DISFPLAY RACFCHD JOBOO66E DEID 103 LINE © COLUMNS 0Z- B1
COHMHAND IHNMPUT ===2> __ SCROLL ===» LC3SR
K K HK HK I SR K K IR K I I IOK K O OK K HOK KCK KOK KKK KK TOP OF DATA KKK 3 OK 3K 3K K K HK K K K K 3K OK 3K K 3K K K K K 3K K K K KK K 3K KOk K
READY

LU ZIBHMO3IC TSSO OMYS

USER=ZIBHMO30O MNAME=UNKMOWM OWUWMER=3v51 CREATED=100.039

DEFAULT-GROUP=GROUFP1 PASSDATE=10.040 PASS-INTERVAL= 60 PHRASEDATE=MN-A
ATTRIBUTES=HONE

REVOKE DATE=HONE RESUME DATE=NHONE

LAST-ACCEZS3=10.050-13:00: 50
CLASS AUTHORIZATIONS=HONE
MO-INMSTALLATION-DATA
MO-HODEL -MAME

LOGON ALLOWED (DAYS) (TIME)
AMNYDAY AMYTIME
GROUP=GROUPFP1 AUTH=USE COMHECT —0OWHER=3%31 COMHMECT-DATE=10.039
COMHECTS= o7 UACC=MOMNE LAST-CONNHECT=10.050-13 : 00 : 50
COMMECT ATTRIBUTES=MNONE
REVOKE DATE=HONE RESUME DATE=HONE

SECURITY-LEVEL =HOMNME SFECIFIED
CATEGORY -AUTHORIZATION

HNOMNME SPECIFIED
SECURITY-LABEL=NOME SPECIFIED

TS0 INMFORHMATION

ACCTHUM= FB3
HOLDCLASS= X
JOBCLASS= A

J‘j —onnected ko remote serverfhoskt 204,920,115, 184 using lu/pool TCPOODZS and pork 623




RACF Commands in Batch

2 Class - swscmwx

File Edit Wiew Communication  Actions  wWindow Help
Displau Filter Miew Print Options He lp

SDSF OUTPUT DISPLAY RACFCHD JOBOOGG6E DSID 103 LINE 48
COMHMAND INPUT === —
READY

LD DAC"ZIBHMO3IO.*%"]) ALL
INFORMATION FOR DATASET ZIBMO30.%x (G)

LEVEL OWHMER UNIVERSAL ACCESS WARMIMG ERASE

FAILURES (READ)

NMOTIFY

HNO USER TO BE HOTIFIED
YOUR ACCESS CREATION GROUP DATASET TYPE

ALTER Srs1 HOM-YSAM

NO INSTALLATION DATA
SECURITY LEVYEL

|ﬂ] Connecked ko remoke serverfhost 204,390,115, 184 using lufpool TCPOO0Z2S and pork 623




RACF Command

Zf] Class - swscmwx

File Edit
Display

Wigw  Communication

window  Help
Yiew

Ackions

Filter Print Options

HOQX77¥6l0 — — — — — — — — — — — — — — — — — SDSF PRIMARY
COHMHMAMD INMPUT ===> ulog;“>rvary;ulog__
DA Actiwve users

1 Input gueus

o Output gueus

H Held output gueus

> Status of jobs=s

LOG System log

b 34 System requests

MAS Members in the MAS

JC Job classes

SE Scheduling environments

RES= WLHM resources

ENC Enclaves

P= Frocesses

EMHD Exit SD5SF

IMIT
PR
PUN
RDR
L IME
HODE
=0
sSP

RH
CK

uULoG

@ Connected to remoke serverfhost 204,90,115.154 using lufpool TCPO002S and port 623

SCROLL

Initiators
Printers
Punches
Readers
Lines
Modes
Spool offload
Spool wvolumes

Rezource monitor
Health checker

User session log




RACF Command

2] Class - svscmwvx E]@

File Edit “iew Communication Acktions  Window  Help
Displau Filter Miew Print Options Help

SDSF ULOG COMSOLE IBHUSER LINE © COLUMNS Z1- 100
COMMAND INPUT ===3> _ SCROLL ===3> CSR
S o 3 T S B I I I R ol B B SR S I S R K e e e ol sk i sk ke sk sk sk T OPFP OF DEAT A 383 35 33 8 35 380 58 38 280 3 3 30 30 300 3 3 0 300 2 Sl 30 S8 Sl 3 DI 3B 3 K i e o ol s
16:38:49.41 ISFO311I COMSOLE IBMUSER ACTIVATED
16:38:49 .41 - >RVARY
16:38:49.52 STCOO377 IRRAG11I (>) OUTPUT FROM RVARY:

ICH150131 RACF DATABASE STATUS:

ACTIVE USE HNUM YOLUME DATASET

YES PRIM 1 VPMYSH SYS5S1.RACFPRM1

YES BACK 1 VPHMYSH SYS1.RACFBCK1

ICH150Z01 RYVARY COMHMAND HAS FINISHED PROCESSIHMNG.
e 20 2 e 0 e 0 i 0 B i S OB e e e i ke e ke sk ke ok ke ke ke sk k. BOT TOM OF DATA ook e b i 2o o 3 e i i 2 i e 3 e 2 i e 3 e 2k e 2 o e ok e ok

dﬁ Connecked ko remoke serverfhost 204,90, 115, 184 using lufpool TCPOOODO2S and pork 623




RACF Administrator Utility

2] Class - svscmwvx E]@

File Edit “iew Communication Acktions  Window  Help
File Edit Edit_Settings MHMenu Utilities Compilers Test Help

EDIT CLASS.LAB. JCL(RACFRPT]) - ©1.01 Columns Q0081 Q072
Command === sub; =sd; prefix racfrpt; =t Scroll ===> LCSR
B SR R S S B I S S S S S S S S S K S S R S K S S R S e ol K Tﬂp OoT Data 53R K R K K R K K R K R R K K R K Kk K
000100 - RACFRPT JOB 1, HNOTIFY=&SYSUID

200200 S RPTI1 EXEC PGHM=IRRUTZ00

200300 S o3WSRACF DD DSEMN=3Y31.RACFPRHM1 ,DISP=5SHR
200310 So3WESUT1 DD UMIT=S¥Y3DhA, SPACE=(CYL , (18],
200320 o DCEB=(LRECL =4096_, RECFHM=F ]
Q00400 S o3WIUTEZ DD SYS0OUT =%

2004109 S/.3YSPRINT DD SYWS0OUT =

QOOFO0 S /ESWSIN DD *x

200800 HAFPF ALL

20000 IMNDEX FORHMAT

200910 END

Qo0oO3a3Zo S RPTZ EXEC PGHM=ICHDIHMOOQO

Qo0OI60 S o3IWIUTEZ DD SYS0OUT =%

Q009 TFO SAoSYWISPRINT DD SYS0OUT =%

200980 S /SYWSIN DD *x

Q009390 FUHNCTION ALL

201000 Ik
I HE HE O S e S S I S I I S KRR RO R ROROK K KK KR, Bottom of Data 00k ko ko Rk R K K K K K R K K K O S K R K K K K K 3K

IKJS62521 JOB RACFRPT(JOBOGOGTE) SUBMITTED
ek

R | a

|ﬂ] Connecked ko remoke serverfhost 204,290,115, 184 using lufpool TCPOODZ2S and pork 623




RACF Administrator Utility

=] Class - swscmwx E]@-E
File Edit Wiew Communication  Ackions  wWindow  Help

Displau Filter Yiew Print Options Help
SDSF STATUS DISPLAY ALL CLASSES 1 Member processed
COMHAND IHPUT === SCROLL ===> L[CSR
PREFI X=FRACFRFPT DEST=(ALL] OWMER =% SORT=Rd-Date D Rd-Time. D SYSHAME =
HP JOBHAME JobID Owner Frity Queus [ Po=s SATT ASy=s Status
T RACFRPT JOBOGO&eTEO IBMUSER F EXECUTIOHN A 1
rAl a
J‘j —onnected ko remote serverfhoskt 204,920,115, 184 using lu/pool TCPOODZS and pork 623




RACF Administrator Utility

=] Class - swscmwx

File Edit Wiew Communication Actions  wWindow  Help
Displauy Filter Yiew Print DOptions Help

|ﬂ] —onnected ko remote serverfhost 204,920,115, 184 using lu/pool TCPOO0ZS and pork 623

SDSF JOB DATA SET DISPLAY - JOB RACFRPT (JOBOOGTO)]

COHMMAND IHPUT ===

PREFIX=RACFRPT DEST=(ALL) OWMHER =% SYSHAME =

NP DDHAME StepMame ProcStep DSID Dwnier C Dest
JESHMSESGLG JESZ Z IBHMUSER W LOCAL
JES.JCL JESZ 2 IBHMUSER W LOCAL
JESYSHSEG JESZ 4d IBHUSER W LOCAL
SYSUTZ2 RFT1 193 IBHMUSER W LOCAL

= SYSPRINT RPT1 194 IBMUSER W LOCAL

= SYSUTZ2 RPTZ 195 IBMUSER W LOCAL
SYSPRINT RPTZ2 196 IBMUSER W LOCAL

LINE 1-7 (7))
SCROLL ===2» LCS3SR

Rec-Cnt FPage
i9

13

28

a

1,299
1.187
21




RACF Administrator Utility

=] Class - swscmwvx E]@
File Edit Wiew Communication Actions ‘Window  Help
Displau Filter Miew Print Options He lp
SDSF OUTPUT DISPLAY RACFRPT JOBOGOGTOO DSID 1904 LINE 3238 COLUMNS 9Z- 81
COMHMANMD IMNMPUT ===3> __ SCROLL ===> LCSR
RACF DATA SET IS 18 PERCEHNT FULL .
TOTAL HUMBER OF IHDEX BLOCKS IHM RACF DATA SET 90000011
TOTAL HUMBER OF LEVYEL ©1 BLOCKS IH RACF DATA SET Q000060106
HUMBER O0OF GROUP EHNTRIES - 9000030
HUMBER OF USER EHTRIES - 0900007TH
HUMBER OF DATASET ENTRIES - 09000041
HMUMBER OF ACCTHUH ENTRIES - 0QO00QG003
HMUMBER OF APPL ENTRIES - 0000001
HUMBER OF CBIHNHD ENTRIES - 090000002
HUMBER OF CIHS EHNTRIES - 09000623
HMUMBER OF COMSOLE EHTRIES - 09000001
HMUMBER OF DASDYOL EHTRIES - 09000001
HMUMBER OF DIGTCERT ENHTRIES - 0000032
HMUMBER OF DSHR ENTRIES - 0Q00QO32
HUMBER O0OF EJEROLE EHNTRIES - 9000010
HUMBER OF FACILITY ENHTRIES - 90006013
HMUMBER OF FIELD EHNHTRIES - 09000004
HMUMBER OF GCICSTEHM ENHTRIES - 9000001
HUMBER OF GHEFACILI ERNTRIES - 9000001
HMUMBER OF IIMS ENTRIES - 0000001
HUHMBER OF LIHMS ENTRIES - QG000G01
HUMBER O0OF OFPERCHDS EHNTRIES - 9000004
HMUMBER O0OF FPROGREAHM ENTRIES - 0Q90Q00Q0Q000Z
HMUMBER OF PTKTDATA ENHNTRIES - 90000002
HUMBER OF SECLABEL ENHTRIES - 9000004
HMUMBER OF SERVER ENTRIES - 0Q00QO32
HMUMBER OF STARTED EHNTRIES - Q000G T7T4
HUHMBER OF TIHS EHNTRIES - 090000006
|:_HF' Connecked ko remote serverfhost Z204.90.115. 184 using lufpool TCPOOOZS and pork 623




RACF Administrator Utility
Zf] Class - swscmwx E]@

File Edit Wiew Communication  Ackions  wWindow  Help
Display Filter Miew Print Options He lp

SDSF OUTPUT DISFPLAY RACFRPT JOBOOGTO DSID 105 LINE DATA SET DISPLAYED
COHMHAND INPUT === _ SCROLL ===> LC3R

= 2 o ik e o 2 ik i ok Ol ol ok ik ok kokok sk okok ok sk okokock ok ok ok ckck TOFP OF DATA ook ok ook ok sk ok ok ik i ol ok ik sk ok s ol ok ok i ol ok sk ol ok ok e e ok ok okookook
RACF DATA SECURITY MONITOR

= ¥y 3 T E M R E PP OR T

CPU-ID 201 7FBEDQ
CPU MODEL 2097
OFERATING SYSTEMALEVEL =05 1.11.0
SYSTEM RESIDENCE YOLUME YIMWYSEB
SHMF-1D SOW1
RACF (FMID HRF7F¥62) IS ACTIVE
RACF DATA SECURITY MONITOR

P ROGRAM®M PR OP ERTIE S T A B L
PROGRAM BYyPASS PASIWORD SYSTEM
HAME FROTECTION KEY
IEDQTCAM N0 YES
ISTIMMO1 YES YES
IKTCASOO NO YES
AHLGTF NO TYES
HHLGTF NO TYES
IHLGTF NHO YES
IEFIIC N0 YES
IEEMEBSG60 YES YES
IEEVHNTZ NO YES
ITASXWROO NO TYES
C3VWWFCRE NO TYES
HASJESZ0Q NO YES
DFSHMYRCO ~NO TES

|:_ﬂr'] Connecked ko remoke serverfhost 204,90,1 15, 184 using lufpool TCPOO02S and pork 623




RACF Administrator Utility

=] Class - swscmwx

Fil= Edit

Displau

Wiew  Communicakion

Filter

ackions
YView

window Help

Print

Dptions

COLUMMNS 0Z- B1

SDSF OUTPUT DISPLAY RACFRPT

COHMHAND

USERID

IMPUT

>

JOBOOGTO

= E L ECTED
ATTRIBUTE TYPE

DSID

OFPERAT IONZ=

AUDITOR

SCROLL

===» LSRR
A T T R

I B UT

DBEZADM
DBEZDAL
DBSGRFSH
DEBEO9GEMNY0O
DEBE9GENVYS
DE9GEMNYVG
DBEBO9GEMY T
DB9GRFSH
DCEADM
IBHMUSER
OFER
STCOPER
STRTASK
=WTsSCU
ZIBHOOG
ZIBHMOO1
ZIBHMOOZ
IBMOO3Z
IBMOO4
IBHMOOS
IBHMOOG
ZIBHMOOT

=
<
<
<z

RACF DATA SECURITY MONITOR

SYSTEM
SYSTEM

SYSTEM
SYSTEM
SYSTEM
SYS5STEM
SYS5STEM
SYSTEM

SrY3TEHM
SrY3TEHM
SYSTEM
STYS3TEM
SYSTEM
SYS5STEM
SYSTEM
SrY3TEHM
SYS3TEM
SYSTEM

GROUF

SYS5STEM
SrY3TEHM
SrY3TEHM
SYSTEM
STYS3TEM
SYSTEM
SYS5STEM
SrYS3TEHM
SrY3TEHM
SYSTEM

|:_ﬂr'] Connecked ko remoke serverfhost 204,90,1 15, 184 using lufpool TCPOO02S and pork 623

SYSTEM

SYSTEM

SYSTEM




RACF Administration — reset password and resume a
revoked user profile

[IRACFCMD  JOB 1,NOTIFY=&SYSUID

[ISTEP1 EXEC PGM=IKJEFTO1

[ISYSPRINT DD SYSOUT=*

[ISYSTSPRT DD SYSOUT=*

[ISYSTERM DD DUMMY

[ISYSTSIN DD *
ALU ZIBM001 PASSWORD(BLUESKY) RESUME
ALU ZIBM002 PASSWORD(BLUESKY) RESUME



RACF Administration — remove OPERATIONS attribute

[IRACFCMD  JOB 1,NOTIFY=&SYSUID
[ISTEP1 EXEC PGM=IKJEFTO1
[ISYSPRINT DD SYSOUT=*
[ISYSTSPRT DD SYSOUT=*
[ISYSTERM DD DUMMY
[ISYSTSIN DD *

ALU ZIBM0O01 NOOPERATIONS

ALU ZIBM002 NOOPERATIONS



Professional Manuals and Information

Security Server (RACF) Bookshelf

+ z/0S Security Server RACF

z/0S Security Server RACF Auditor's
Guide

z/0S Security Server RACF
Command Language Reference

z/0S Security Server RACF General

User's Guide

z/0S Security Server RACF Security
Administrator's Guide

SA23-2290-40

SA23-2292-40

SA23-2298-40

SA23-2289-40

RACF Web Site

17 Dec 2019  POF icha800_v2rd.pdf
(1.2MB)

23 Jun 2020 POF ichad400_v2rd.pdf
(3.54MBj)

10 Jul 2019 POF ichal00_v2r4.pdf
(748KB)

23 Jun 2020 POF icha700_v2rd.pdf

(4.32MB})


https://www.ibm.com/products/resource-access-control-facility

Unit summary

Having completed this unit, you should be able to:
* Describe RACF authentication process

- Describe SAF base ‘element’

* List RACF commands

* List RACF options

* Understand significance of Protect All switch

* Run RACF administrator and auditor reports

* Reset passwords
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